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  Personal Informa>on 

  SSN 
  Drivers License 

  Credit Cards 
  ATM/Debit Cards 

  Checks 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  On‐Line TheN 
  Phishing 
  Pharming 

  Scamming 

  Skimming 

  Credit Card Readers 
  Wireless TheN 

  Physical TheN 
  OMG! The Social Networks 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PHISHING is a form of online iden>ty theN that lures 
consumers into divulging their personal financial 
informa>on to fraudulent web sites, known as spoofed 
web sites. 

http://www.bankonline.com/checking

http://www.bankonline.com/checking

http://www.bankonline.com/checking
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Update your Great Western Bank Informa>on 
From: Great Western Bank onlinebanking@greatwesternbank.com 
To:   
Dear customer, 

Security is a priority at Great Western Bank. We are commi]ed to protec>ng the security and confiden>ality of your personal 
and financial informa>on. We use a combina>on of state‐of‐the‐art technology and methods to help to protect your security. 

From guaranteeing your online payments will go through, to monitoring your online and offline banking transac>ons for 
poten>al fraudulent ac>vity, Great Western Bank works constantly to provide for the security and dependability of your banking. 

There have been a recent increase in the number of iden>ty theN a]empts targe>ng Great Western Bank customers. Please note 
that we have no par>cular indica>on to show that your informa>on have been compromised in any way. However, we require 
you to update your informa>on as a precau>onary measure against fraud. 

To securely update your Great Western Bank informa>on please go to: 

h]ps://www.greatwesternbank.com/ne]eller/ 

Thank you for your prompt a]en>on to this ma]er and for banking with Great Western Bank! 

Regards, 

Ma>lda O'Reilly, 
Head of Great Western Bank® Iden>ty TheN Department. 
Copyright © 2010 Great Western Bank. 
All rights reserved. 
Do not reply to this email as it is an unmonitored alias. 





PHARMING is similar to phishing, but is more 
sophis>cated.  Pharmers send emails which contain a 
virus ( or Trojan horse) that installs a small soNware 
program on the user’s computer when the consumer 
opens the email. The next >me the consumer visits his/
her official financial site, the program redirects to a 
spoofed web site which captures personal informa>on. 

http://www.bankonline.com/checking

http://www.bankonline.com/checking

http://www.bankonline.com/checking
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   Nigerian Le]er 

   Investment Scams 

   Loan Scams 

   Charitable Giving Scams 

   Disaster Scams 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Rela0ng to ATM and Debit Cards . . . 

Skimming occurs when thieves set up a device that captures the magne>c 
stripe and keypad informa>on from ATM machines and gas pumps.   
Source:  ABA Educa0on Founda0on www.aba.com/ABAEF/debitcardfraud.htm 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Rela0ng to ATM and Debit Cards . . . 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  Relates to Debit Cards  

  Devise is A]ached Inside 
the Gas Pump 

   Completely Invisible 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♒   Surfing in Public Places 

✈    Airports 
☕     Coffee Shops, Restaurants 

☗    Surfing While You Are In Your Home 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General and Friends‐based 

   Hobby and Special Interest 

   Movie and Music 

   Pets 

   Business/Professional 

   Reading and Books 

   Mobile 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3.      Keep your computer soNware with the latest virus and an>‐ 
           spyware, adware, malware, firewalls etc. available.  Use 
           passwords; change them every 3‐6 mos.  Don’t store  
           passwords on your computer. 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